
Given constantly evolving security threats, is any organisation able to accurately identify, 
in a timely manner, serious security vulnerabilities which could lead to a financial or 
operational impact? 

OccamSec’s Incenter platform enables you to answer the above question positively by  
providing a security testing platform that allows you to constantly adapt to new threats. 
Results are provided instantaneously, supported by remediation guidance. This helps 
organisations identify high risk security vulnerabilities and address them before attackers 
can utilize them.

 stale
A vulnerability identified may not 
have an exploit. Tomorrow an 
exploit may be discovered which 
drastically increases the risk, 
traditional approaches do not 
provide an easy way to approach 
this. For example, a standard 
penetration test conducted in 
November against an Apache web 
server was rendered obsolete by 
the log4j vulnerabilities released in 
December.

 costs
Large scale, continuous, and 
technical skilled penetration test is 
cost prohibitive. 

context
Without relevant business 
information technical findings 
are often unrealistic, and their 
importance is over-stated (for 
example, almost every cross site 
scripting finding ever written up). 
The lack of business impact makes 
business discussions around 
security vulnerabilities more 
difficult as the impact of an issue 
cannot easily be given a practical 
explanation.

The need for Incenter

Incenter 
Protect what 
matters.

Security testing continues to be a key element for any organisation. The current solutions 
suffer from several problems:

Incenter was developed to address these shortcomings. Combining the technical expertise of 
manual testing, the flexibility of penetration testing as a service, and the coverage of attack 
surface management, the Incenter platform provides a single solution with multiple uses to 
meet the demands of any organization. Issues can be identified, evaluated, and remediation 
recommendations quickly, so the potential for exploitation by adversaries is drastically 
reduced.



To learn more, visit occamsec.com or email us at info@occamsec.com

,,,,The flexibility, 
skill-sets, and 
responsiveness  
of the OccamSec 
team continue  
to impress me...
David Mcleod,  CSO CLIENT 

Probability of breach

in operation

Targets are specified by clients and a testing project is kicked off. If business context information 
is available this can be added by the client (or at a later date if not readily available). Trophies for 
testing can also be specified, such as a specific level of access to be obtained, or system to be 
compromised and data store accessed.

Automatic testing begins instantaneously. Where possible findings will be automatically verified 
and pushed to the clients portal. Where automated issues are more complex manual testing and 
verification will be undertaken by OccamSec’s internal tester pool. In addition, manual testing 
is conducted by the pool to detect issues that automated solutions cannot find. As Incenter 
continues to evolve, more automation of manual testing and verification will continue, enabling 
testers to focus on uncovering more difficult (and often higher impacting) vulnerabilities.

All verified issues are reported to the client via the portal. This includes details on the issue, 
related evidence and recommended remediation. In the event that exploits are chained together 
this is also reported with full details provided.

How likely is the target(s) to be compromised in the 
next 12 months? Using Fermi estimation techniques 
an answer to this question is provided. Utilizing 
information collected from hundreds of assessments, 
current threat intelligence, and decades of experience, 
the OccamSec Team provide an answer to this 
question. Similar to prediction markets, an internal 
crowd sourcing approach is used. Assessment results 
are reviewed, predictions made, and the probability 
calculated.


